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ECHR Article 11




Freedom of Assembly




This right covers both private mee:
form of a procession; in addifion, I

Freedom of assembly

The concept of "assembly” Is an autonomous one; It covers, In parficular, gatherings
which are not subject to domestic legal regulation, irrespective of whether they
require noftification or authorisation or whether they are exempt from such
procedures. Assembly Is defined, in particular, by a common purpose of its
participants and is to be distinguished from a random agglomeration of individuals
each pursuing their own cause, such as a gueue to enter a public building.

Ngs and meetings In public places, whether static or in the
-can be exercised by individual participants and by the

persons organising the gathering. The right to freedom of assembly includes the right to choose
the fime, place and manner of conduct of the assembly, within the limits established In

paragraph 2 of Article 11. Arficle 11 only protects the right to “peaceful assembly”, a notion
which does not cover a demonstration where the organisers and participants have violent

iInfentions.

The right to freedom of peaceful assemb

oart of the Con

racting Stafe. S

restrictions on the right to assemn

have a duty to -

ble peaceful

y comprises negative and positive obligations on the
‘ates must NO?

only refrain from applying unreasonable indirect

y but also safeguard that right. The authorities

‘ake appropriate measures with regard to lawful demonstrations in order to

ensure their peaceful conduct and the safety of citizen:s.



Freedom of association

The organisational autonomy of associations constitutes an important aspect of their

freedom of association protected by Article 11. Associations have the right o draw up their
own rules and administer their own aftairs.

The abillity to establish a legal entity in order to act collectively in a field of mutual interest Is

one of the most important aspects of freedom of association, without which that right would
be deprived of any meaning.




Freedom of assembly and associatio

n online

The digital age has opened new space for the enjoyment of the rights o freedom of
peaceful assembly and of association. There are numerous examples across the
globe which demonstrate the power of digital technology in the hands of people

looking o come tfogether to advance democracy, peace and

development.

However, the digital revolution has also brought a range of new risks and threats to

these fundamental rights

States have used technology to silence, survell and harass dissidents, political opposition,
human rights defenders, activists and protesters, and to manipulate public opinion.

Governments are ordering Infernet shutdowns more frequently, as wel

as blocking websites

and platforms ahead of crifical democratic moments such as elections and protests. A surge
IN legislation and policies aimed at combating cybercrime has also opened the door 1o
punishing and survellling activists and protesters in many counftries around the world

Meanwhile, dominant online platforms such as Facebook, Twitter and YouTube
have become the gatekeepers to people’s ability to enjoy the rights of peaceful

assembly and of association, wielding enormous power over wtr

ether individuals and

civil society actors can access and participate in the democrat

C space



Freedom of Assembly online




Freedom of assembly online

The Human Rights Council has recognized that although an assembly has

generally been understood as a physical gathering of people, human rights
porotections, including for freedom of assembly, may apply to analogous interactions
faking place online.

Digital technology is infegral to the exercise of the rights of peaceful
assembly and association. Technology serves both as a means to tacilitate
the exercise of the rights of assembly and association offline, and as virtual
spaces where the rights themselves can be actively exercised. Indeed, such
technologies are important tools for organizers who seek to mobilize a large
group of people in a prompt and effective manner, and at little cost, and
also serve as online spaces for groups of people that are marginalized by
soclety and are confronted with restrictions when operating in physical
spaces




Spaces where
individuals can actively

Tools through which
freedom of assembly can

) | N form online assemblies
be exercised “offline

and associations




Freedom of Association online




Freedom of association online

According to the U.N. Special Rapporteur on freedom of assembly and
association, ‘association refers, inter alia, to civil society organizations, cluls,
cooperatives, NGOs, religious associations, polifical parties, trade unions,
foundations, or even online associations as the [ijnternet has been

INnstrumental, for instance, In ‘facilifating active citizen participation in bullding
democratic societies.”

Assoclations can be ad hoc, for a specific cause or iIssue, and over different
periods of time. The right to freedom of association equally protects
associations that are reqgistered and unregistered



Freedom of assembly and association online

While these rights are not absolute, the freedom to access and use digital
technologies for the exercise of peaceful assembly and association rights should be
viewed as the rule, and the limitations as the exception. The general norm should be
to permit the open and free use of the Internet and other digital tools




State obligations

In tThe digital age, the positive obligation to facilitate the exercise of
the rights to freedom of peaceful assembly and of association
INncludes efforts “to bridge the digital divides, Including the gender
digital divide, and to enhance the use of information and
communications technology, in order to promote the full enjoyment of
human rights for all”. The obligation to protect requires that positive
measures be taken to prevent actions by non-State actors, including

businesses, that could unduly interfere with the rights to freedom of
peaceful assembly and of association




Role of the Business




Freedom of assembly and association online: examples

Encryption technologies, pseudonymity and other security features have

enabled individuals belonging to minority groups to find one another and
create community

Through the use of social media, e-petitions and crowdfunding platforms, civil
soclety organizations have been able to reach new audiences, spread

INformation, attract memlbers and find funding in ways that were previously
Impossible or extremely costly

Many civil soclety groups have taken advantage of technology to innovate in
addressing social problems



Freedom of assembly and association online: examples of
violations

Shutting down access to communications networks and services during elections and
public demonstrations, and blocking websites belonging to civil society groups,
INcluding human rights organizations increased use of digital surveillonce and online
harassment against civil society actors, human rights defenders, opposition political
leaders and those who plan to stage peacetul public assembly




Freedom of assembly and association online: state

restrictions
The prohibition against the use of electronic devices “to ruin communal harmony or create
iINnstabllity or disorder or disturo or Is about to disturb the law and order situation”, found In the
Digital Security Act 2018 of Bangladesh, for example, grants officials excessive discretion to
determine what would consfitute unlawful conduct and to pursue criminal actions against
iIndividuals based on arbitrary and subjective grounds. Authorities could conflate calls for
peaceful assemblies on social media with the creation of instability, or ruining communal

harmony

Broad language used in Cambodmn Inferministerial decree (prakas) No. 170 of 28 May 2018, which
prohibits online acfivities “infended o create furmoill in society”. This provision grants authorities
excessive discretion 1o proh'bl’r a wide range of activities online — including sharing photos and videos
of police abuse against protesters, disseminating messages calling for peacetul demonstrations, and
political campaigning. The rules also iImpose severe penalties, and civil society organizations face the
risk of being shut down for disseminating prohibited content, which is disproportionate and
Incompatible with the right fo freedom of association




Freedom of assembly and association online: state
restrictions

Criminalizing the online activities of individuals and organizations constitutes a growing trend in many countries in the world While
States often invoke national security and public order concerns when pressing these charges, in reality criminal prosecution is 100
often used to stifle dissent and control the online space The Bolivarian Republic of Venezuela convicted, on crimes of incitement to
violence, a political opposition leader calling for anti-government protests on social media Egypt arrested and prosecuted activists for
“loining an organization founded in violation of the Constitution” and to “undermine State institutions”, in retaliation for comments
made on social media. In Saudi Arabia, a founding member of the Saudi Civil and Political Rights Association was reportedly
sentenced to eight years in prison and an eight-year travel ban for “violating article 6 of the Anfi-Cybercrime Law” by “Inciting public
opinion against the rulers of this country and signing statements that were published online that call on people to demonstrate”, and
“Insisting to not abide by the judicial decision to abolish” the Saudi Civil and Political Rights Association

Blocking of entire welbsites of human rights organizations and political opposition parties has become increasingly
common in many parts of the world, including in countries of the Middle East and North Africa region. For example,
INn the United Arab Emirates and in Saudi Arabia, authorities routinely block welbsites containing online criticism.
Welsites belonging to civil society organizations and human rights groups are parficularly fargeted, such as the
Saudi #Women2Drive campaign, blocked in 2013. Similarly, Egyptian authorities have blocked several welbsites of
human rights organizations. The firewall employed in China systematically blocks access 1o thousands of welbsites
and online content based outside China containing key terms such as “democracy’ and “human rights”

Some States have harnessed technology to monitor and hamper the work of human rights defenders and civil society actors. Tactics
are varied. Many involve hacking phones and computers, issuing death and rape threats, disseminating doctored images, temporarily
suspended targets’ accounts, hijacking hashtags, spreading conspiracy theories, accusations of tfreason and promoting virulently
discriminatory sentiments. he use of commercial spyware, such as FinFisher monitoring technology and the Pegasus spyware suite, to
launch cyberattacks against civil society actors is another example of this trrend. Well-documented reports have linked the Pegasus
spyware suite 1o spyware attacks against activists and human rights defenders in Bahrain, Kazakhstan, Mexico, Morocco, Saudi Arabia

and the United Arab Emirates, among others Authorities in Brazil used Tinder to form relationships and then conduct survelllance on
women activists engaged in protests







Art. 9 of ECHR

1. Everyone has the right to freedom of thought, conscience and
religion; this right includes freedom to change his religion or belief and
freedom, elther alone or in community with others and in public or
orivate, to manifest his religion or belief, in worship, feaching, practice
and observance.

2. Freedom to manifest one’s religion or beliefs shall be subject only to
such limitations as are prescribed by law and are necessary in o
democratic society In the interests of public safety, for the protection
of public order, health or morals, or for the protection of the rights and
freedoms of others.






Art. 2 of Protocol No. 1 to ECHR




Scope of freedom of religion

Right to hold any belief
(religious or not) and to
change one’s religion or
beliefs (forum internum)

Freedom to manifest
one’s religion or beliefs
(forum externum)


https://youexec.com/plus?m=ppt

Forum internum

The right is not subject to limitation

The right is far-reaching and covers different matters

relating to one’s personal convictions, including political,
philosophical, moral (ex., pacifism)

Is not limited to the ,,main® religions

It protects not only religious

people, but also, for instance,
atheists, agnostics

3
+ 6D
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Freedom to manifest one’s religion or beliefs (forum
externum)




Limitation clause

‘| In Acordance
with the law

Prescribed by national law

Law must be adequately
accessible

Law must be clear anad
definite

* P
O
* P

2

« public safety

Legitime aims

rotection of public
rder

rotection of health or

morals
« protection of the rights

a

Nnd freedoms of others

Necessary in a
democratic society

correspond to a pressing
social need

proportional 1o the
legitimate aim pursued

justified by relevant and
sufficient reasons



Article 9 comprises both positive and

negative aspects
O O

+ +

the duty to refrain from the duty to prevent the duty to ensure the
any measure that may violations of human rights rights
deprive individuals of by third parties

the enjoyment of their
rnghnts



Freedom of religion online: worship

Worship is fundamental to the practice of religion and represents an important way through
which religious beliefs are manitested In life. Worship has been held by courts to include ‘ritual
and ceremonial acts (in or out of temples), religious rites with the occasion of birth,
maftrimonial rites, funerary rites, and celebration of religious holidays.

Individuals and groups construe worship online in different ways. Ceremonial and ritual acts have
occurred through WhatsApp, live streaming, blogs, and in online forums, across social media, and
elsewhere. These acts of online worship take a variety of forms, but all are negotiated and religiously
or spiritually co-located in ways which accommodate and incorporate the Internet to make the

experience meaningful and enriching for participants.

The Tibetan Buddhist community regularly uses online sessions with the tradition’s spiritual masters to
conduct worship sessions and ritual ceremonies focused on scriptural interpretation and the
veneration of holy objects. Through the principle of ‘co-location’ by which a digital space is re-created
as a sacred space, worshippers partake in remote-streamed ceremonies with Lamas and other high
Tibetan Buddhist masters and which worshippers report as feeling as authentic and real as an in-
person ceremony. These ceremonies are considered by believers to be religiously valig, serve to
strengthen group identity, and provide meaningful engagement with spiritual teachers who, without
the Internet, would not normally be available for spiritual mentorship.




Freedom of religion online: teaching

Religious teaching involves the abllity to disseminate religious material or to preach in
appropriate spaces, which is not necessarily limited to houses of worship

Online feaching includes holding formal online classes using software designed for the
purpose. Teaching also occurs in forums, on soclal media videos, with sermon and prayer

groups through W

hatsApp

Muslim women use Facebook Live, WhatsApp, Instagram, and SnapChat to teach a full and
broad range of classes on aspects of the Islamic faith, including classes to help other women
emerge as teachers within Islam. Given the challenges that many Muslim women have
encountered In pracfticing their faith, let alone becoming tfeachers, the availabllity, security,

and anonymity af

‘orded by online platforms has opened up opportunities that wouldn't

otherwise be avail

able to them



Freedom of religion online: observance

Religious observance online can form the bedrock of religious communities
and groups. For example, Muslim and Jewish women religious dress bloggers.



Freedom of religion online: practice

practice must be in a recognisable form such as ritual and devotional acts, including writing
and dissemination of texts, soliciting money, establishing institutions, and maintaining and
establishing communications networks among the religion’s followers




Freedom of religion online




Freedom of religion online '

UN Special Rapporteur on Freedom of Religion or Belief Ahmed Shaheed
stated that '...the emergence of "“digital authoritarianism™ through
Increased survelllance, encroachment on privacy and broad restrictions on
expression related to religion or belief has rendered cyberspace a perilous
place for dissenters and religious minorities’.

New technologies such as brain-computer interfaces and algorithms which
extract our data to deliver customised content, influence how we think and
perceive the world, constituting a violation of the forum internum.




ir frial online

Right to a fa




ECHR Article 6




ECHR Article 6




The concept of the court

The “court” Is considered not only the classical court which is a part of the
judicial system, but also:

e Audit court

« Counsel of advocates

e Arbifral court

e Tax Institution

e Prison insfitution

f 1T I1s Independent and impartial and has the competence to adopt final
and binding decisions.




The right to a fair trial within reasonable time

Four criteria of the reasonableness :

1) the complexity of the case,

2) conduct of the applicant during case examination,

3) conduct and inifiatives of authorities dealing with the case.

4) What is at stake to the applicant (what interest may be in danger).
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https://www.youtube.com/watchev=IGOoizZOvI8


https://www.youtube.com/watch?v=lGOofzZOyl8

Right to a fair trail online

Courts In various European jurisdictions have responded innovatively, putfing
IN place measures 1o try to achieve business as usual during the pandemic as
far as possible. Covid-19 has accelerated the use of pre-existing technology
solutions, but will also act as a catalyst for further change and cutting-edge
Innovation in the future. These changes will impact formal court procedures,
as well as the way in which lawyers work with their clients in and across
different jurisdictions.



ECtHR: Marcello Viola v. Italy, 45106/04




The applicant’s parficipation in the hearings by video link had pursued
legitimate aims under the Convention, namely the protection of public
order, the prevention of crime, protection of the rights to life, freedom and
safety of withesses and victims of offences, and compliance with the
“reasonable time"” requirement in judicial proceedings. The arrangements for
the conduct of the appeal hearings had respected the rights of the defence
IN the Instant case. The applicant had been linked to the hearing room by
videoconference, allowing him to see the persons present and hear what
was being said. He had been seen and heard by the other parties, the judge
and the withesses. He had been able to make statements to the court and
his right to communicate with his lawyer out of earshot of others had nof
been violated.

Conclusion: no violation of Article 6



Right to a fair trail online: issues

To make the best possible use of remote-hearings in the future, a number of challenges must
be addressed: Legal frameworks are needed which secure fair tfrial rights and provide
appropriate access 1o the public and the media. Technical solutions are needed which are

both user-friendly and protect sensitive data.

The way judges, parties and advocates inferact in hearings needs to be adjusted to these
new circumstances. While the set-up and design of courtrooms assigns the different parts in a
hearing and establishes an atmosphere of seriousness, the same Is not necessarily the case In
a video-hearing. In our culture, justice was designed to be exercised at a specific place, the
courthouse. With remote hearings, it might be asked if justice still “knows its place™.

N respect of access of the public and the media to remote hearings, there is still a need for
thorough discussion. In a justice system with remote-hearings, the term ‘public hearing’

requires rethinking




Right to free elections in the digital age




Article 3 of Protocol No. 1 to the ECHR




Mathieu-Mohin and
Clerfayt v. Belgium, judgment of 2 March 1987




Right to free elections




Right to free elections

Arficle 3 of Protocol No. 1 ditfers from the other substantive provisions of the Convention and
the Protocols as it is phrased in terms of the obligation of the High Contracting Party to hold

elections which ensure the free expression of the opinion of the people rather than in terms of a
particular right or freedom. However, having regard to the preparatory work in respect of Arficle 3
of Protocol No. 1 and the interpretation of the provision in the context of the Convention as a whole,
the Court has established that this provision also implies individual rights, comprising the right to

vote (the "acftive” aspect) and to stand for election (the “passive” aspect)




International regulation on e-voting




Legal

Post-election Framework

Election Result Electoral

Announcement P'“""i"g &
Pre parations

The

Electoral

Cycle
Training &
Education

Registmtion

hitps://rm.coe.int/publication-digital-technologies-regulations-en/16809e803f



BEFORE VOTING DAY

DURING VOTING DAY

AFTER VOTING DAY
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Finding or changing polling
station
P Hungary

Application for postal voting
G Latwvia

Check and changes to the
electoral details

W ireland

E-poll books

Transmission of provisional

and/or final voting results from

manual counting at polling

stations to central entities

Q Austria, Azerbaijan, Croatia, Cyprus,
Czech Republic, Denmark, Estonia etc.

Electronic data exchange
amongst polling stations
G Latvia

Applications identifying
arithmetical errors regarding
the data written down on the
paper-based election protocols

9 Homania

Final scrutiny of results

Q Spain

Registration for voting
abroad

9 Spain

Signature collection for new
parties wishing to stand for
elections
Q Denmark

Signature collection for
national or local referenda
9 France

Electronic journal with all
important figures and events
i\‘ Latvia

Software assisting with ballot
box recording and accounts

Q Irefand, Scotland, Malta

at allocation software

Netherlonds, Norway

Statistical audit methods for
checking the plausibility of
results

¥ some cantons of Switzerland

Registration and publication
of data on voter turnout,
statistics and information

0’ Croatia, Finland
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Advantages Drawbacks

*
. Vote secrecy
e

Decentralisation @ 0

Publication of
Transparency @ ° interlmediary
results

Immutability @ : 5 : One-voter-
5 : one-vote principle

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo




INn 2020, Access Now and the #KeepltOn coalition documented at least
155 Internet shutdowns in 29 countries.

Morthern Middle Africa

Eastern
Europe

Southern Asia

Central Asia
Caribbean

Western Azia

south-Eastern Eastern Africa
Aszia

Western Africa
South Amenca

SHUTDOWN SCOPE (O National Regional Local

https://www.accessnow.org/keepiton/#campaign



Right to education in the digital age



Article 2 of Protocol No. 1 - Right to education




Right to education




Information and communications fechnologies are used to access digital content

tiglKelle

Right to education in the digital age

ital versions of analogue originals, such as scanned textbooks). Increasingly,

content is being designed for digital use. Online education materials and courses, e-

textboo
of e-lea

n spite
INn deve
relates
Techno

educatl

ACCESS

ks and video and audio files streamed on the Internet, as all of which are modes
rning, are revolutionizing the provision of education.

of progress made, there are still inequalities in education, particularly

oping and least developed countries. One of the barriers that must be addressed
‘0 the cost of Investing In Information and communications technologies.

ogy In education provides important benefits but it can also impair the right to

on. While a digital device-based education can bring advantages in the form of
to a computer or electronic device, when students or schools lack the financial

means to obtain access, they fall behind

The use

of digital technology risks creating divisions within society. Devices such as

computers, tablets and smartphones, and broadband services, are required to access
the Infernet



Right to healthcare online (telehealth)
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Telehealth




Contacts: dgailivte@mruni.eu



